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NONOXEHUE Ob OBECNEYEHUU BE3SOMNACHOCTU NEPCOHAJIbHbLIX AAHHbIX

1. TepmuHbl n CokpalieHus

MepcoHanbHble paHHble (MAH) — nobas nHpopMaums, OTHOCAWASACS K MPSMO WM KOCBEHHO
onpeaeneHHoOMy Unm onpeaensieMomMy pusndeckomy nmuy (CybbeKkTy nepcoHanbHbIX AaHHBIX).

OnepaTop — rocyaapCTBEHHbIV OpraH, MyHUUMNAbHbIA OpraH, topuanyeckoe unm gpusnyeckoe nmuo,
CaMOCTOATENIbHO MM COBMECTHO C APYrMMWM NvuaMu opraHusyrowme u (unm) ocywecrensiowme obpaboTtky
MepcoHanbHbIX AaHHbIX, a Takke onpegensiowme uenm o6paboTkM NepPCOHANbHBIX AaHHBIX, COCTaB
MepcoHanbHbIX AaHHbIX, noanexawmx obpaboTke, Aencteus (onepauum), COBEpLUaeMble C NepPCoHasbHbIMU
JaHHbIMU,

0O6paboTka NnepcoHasNbHbIX AAHHbIX — Nt0boe aencTBMe (onepaumsl) UM COBOKYMHOCTb AEACTBUM
(onepauumii), coBeplUaeMbiX C WCMOSb30BaHWEM CPEACTB aBTOMaT3aumMu uam 6e3 MCNosib30BaHUS Takux
CpeAcTB C MEepCoHasbHbIMKU AaHHbIMK, BKo4Yas cbop, 3anucb, CUMCTEMATU3AUMIO, HAKOMMEHWE, XPaHEHWE,
yTOUYHeHNe (OOHOBNEHME, W3MEHEHWE), W3B/IEYEHNE, WCMNONb30BaHMe, nepeaady (pacnpocTpaHeHue,
npeaocTaBfieHne, A0CTyn), 06e3nnunBaHme, 6110KMPOBaHUE, yaaneHne, YHUYTOXEHNE NEPCOHAIbHBIX AAHHbIX.

ABTOMaTM3MpoBaHHasa 06paboTka NnepcoHasibHbIX AAHHbIX - 06paboTka NepcoHanbHbIX AaHHbIX
C NMOMOLLbIO CPEACTB BbIUUCIIUTENBHOWM TEXHUKMW.

PacnpocTpaHeHMe MNepCOoHasbHbIX [AaHHbIX — [EiCTBMS, HanpaBfieHHble Ha packpbiTue
NepCoHasbHbIX JaHHbIX HEOMNpeAeneHHOMY Kpyry nuu.
MpenocraBneHUe nNEPCOHANIbHbIX [AAHHbIX - [EWCTBMS, HanpaBleHHble Ha packpbiThe

NnepcoHasbHbIX AaHHbIX ONpeaeneHHOMY /MLy UK onpeaeneHHoMY Kpyry nuu.

BnokMpoBaHMe nMepcoHasibHbIX AAaHHbIX — BPeMEHHOe npekpalleHne 06paboTkn nepcoHasbHbIX
JaHHbIX (3a UCKTIOYMEHMEM CrlyyaeB, ecnmn obpaboTka HeobxoauMa ANst YTOUHEHUS] MEPCOHANbHBIX AaHHbIX).

YHUUTOXXEHME NepCOHaJNIbHbIX [AaHHbIX — [EWCTBMS, B pe3yfbTaTe KOTOPbIX CTAHOBUTCS
HEBO3MOXHbIM  BOCCTAHOBUTb  COAEPXXaHME MEPCOHANIbHbIX  AaHHbIX B MH(OPMaUMOHHOW  CcUCTeMe
nepcoHasnbHbIX AaHHbIX W (MAM) B pe3yfnbTaTe KOTOPbIX YHUYTOXKAKOTCH MaTepuasibHble HOCUTENN
nepcoHasbHbIX AaHHbIX.

O6e3/iMuMBaHMEe NEepCcoHaNbHbIX AAHHbIX — AENCTBUS, B pe3ynbTaTe KOTOPbIX CTaHOBUTCS
HEBO3MOXHbIM 6€3  UCMOJIb30BaHUA  AOMONHWTENIbHOM  MHMOpMauMM  ONpeaenvTb  NpUHAANEXHOCTb
NnepcoHasbHbIX AaHHbIX KOHKPETHOMY CYObeKTy NepCcoHasbHbIX AaHHbIX.

NHdopmaumoHHas cucteMa nepcoHasbHbiX AaHHbIX (MCMAH) — COBOKYNHOCTb COAEPXKALLUMXCS
B 6a3ax [aHHbIX MNePCOHA/bHBIX AaHHbIX U 06ecneymBaloLmnX X 06paboTKy MHAOPMALMOHHLIX TEXHOMOMUIA U
TEXHUYECKNX CPpeacTs.

TpaHcrpaHuyHasa nepefaya NepcoHasNbHbIX AAHHBIX - Mepefaya NepcoHasbHbIX AaHHbIX Ha
TEPPUTOPUIO  MHOCTPAHHOrO rocyAapcTsa OpraHy BAACTU  WMHOCTPaHHOrO rocyAapcTBa, MHOCTPaHHOMY
pun3myeckoMy nnUy MM MHOCTPAHHOMY KOPUAMYECKOMY NNLLY.

2. O6nactb npumeHeHUA

2.1 TMonoxeHne 06 obecneveHnn 6e30MacHOCTM MEPCOHanbHbIX AaHHbIX B (Aanee — [lonoxeHue)
paspaboTaHO B LENsX BbIMOMHEHNS TpeboBaHMI 3akoHoAaTenbcTBa Poccuiickoit depepaumm B o6nactu
3aLWMTbl NEePCOHasbHbIX AAHHBbIX.

2.2 Hactosiwee lMonoxeHve onpeaensieT nopsaok U npasBuia opraHnsauMn 1 nposeaeHuns pabot no
obecneveHmnio 6e3onacHOCTV NepcoHanbHbIX AaHHbIX B OAO "Cunbupbrascepsuc” (nanee — Onepatop).

2.3 HacTosilimii AOKYMEHT YYWUTHIBAET MOSIOXKEHNSI OCHOBHbLIX HOPMATWMBHbLIX MPABOBLIX aAKTOB B
061acTu 3aWmThl NePCOHasIbHbIX AAHHbIX, @ UMEHHO:

— ®egepanbHoOro 3akoHa ot 27.07.2006 N2 152-d3 «O nepcoHanbHbIX AaHHbIX»;

— MoctaHoBneHue lMpaButenbcTBa Poccuiickon ®epepaumm N21119 ot 1 Hosi6ps 2012 r. "06
yTBEPXAEHUM TPeboBaHWUI K 3aluMTe NepcoHanbHbIX AaHHbLIX MpU UX 06paboTke B MHOPMaLMOHHbLIX cUCTEMaX
nepcoHasbHbIX AaHHbIX";

— MocTtaHoBneHus Mpasutenscrtea PO ot 15.09.2008 N2 687 «06 yTBepxaeHuun MonoxxeHns o6
0CO6eHHOCTAX 06paboTKM  MepCoHanbHbIX  AaHHbIX, OCYLIECTBASieMOM 6e3 MCMoNb30BaHUS  CpPeacTB
aBTOMaTU3aUMmn»;

2.3.1 HopMmaTtusHbIX aktoB ®CTIK Poccuu:

— «basoBoit Mogenu yrpo3 6e30MacHOCT MEPCOHaNbHbLIX AaHHbIX NpuM WX 06paboTke B
MHMOPMaALMOHHBLIX CUCTEMaX MEPCOHasIbHbIX AaHHbIX», YTBEPXAEHHOM 3amecTutenem aupektopa ®CTIK
Poccun 15 dpeBpansa 2008 r.;



— «MeToamnKkn onpeaeneHust akTyasbHbIX Yrpo3 6e30nacHOCTM NepCcOHanbHbIX AaHHbIX MpU KX
06paboTke B MHPOPMALIMOHHBIX CUCTEMAaX MEPCOHANbHbIX AAaHHbIX», YTBEPXKAEHHON 3aMeCTUTENEM ANpeEKTOopa
OCT3K Poccun 14 despans 2008 r.;

— Mpukas denepanbHON Cy6bl MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTponto (®CT3K Poccum)
ot 18 deBpans 2013 r. N 21 "O6 yrBepxxaeHun CocTaBa U COAEPXKAHNS OPraHM3aUMOHHBIX U TEXHUYECKUX Mep
no obecneyeHnto 6€30MaCHOCTU MEPCOHasbHbLIX AAHHbLIX NMPU MX 06paboTke B MHMOPMALMOHHBIX CUCTEMAX
nepcoHasibHbIX AaHHbIX";

2.3.2 HopMmaTtusHbIX aktoB ®Cb Poccuu:

— «TunoBbIX TpeboBaHWUI MO opraHu3aUmnn 1 obecnedyeHnto hYHKLUMOHMPOBAHUS WG POBasbHbIX
(kpunTorpachnyecknx) CpeacTs, MpeAHasHayeHHbIX Ans 3almTbl MHDOPMaLMM, He coaepXKalleil cBeaeHui,
COCTaBNSIOWMX TOCYAAPCTBEHHYIO TalHy B C/lydae WX MCMOSb30BaHUS Ans obecneyeHns 6e30macHoCcTu
nepcoHasibHbIX AaHHbIX nNpy ux o06paboTke B MHMOPMAUMOHHBLIX CUCTEMAX NEPCOHANbHBIX AAHHbIX»,
yTBEpXAeHHbIX pykoBoacTBoM 8 LleHTpa ®CB Poccun 21 dpeBpans 2008 r. N2 149/6/6-622;

— «MeToanYecknx pekoMeHAaumMii no obecneyeHno C NMOMOLLBID KpUNTOCpeacTB 6e30macHOCTU
nepcoHasibHbIX AaHHbIX Npy ux o6paboTke B MHGMOPMAUMOHHBLIX CUCTEMAaxX MEePCOHANIbHbIX AaHHbIX C
NCNosib30BaHMEM CPeACTB aBTOMaTM3auum», YTBEPXKAEHHbIX pykoBoactBoM 8 LUeHTpa ®Cb Poccumn 21
despansa 2008 r. N2 149/54-144.

2.4 Hactosiwee MNonoxeHne npegHa3HayeHo Ansl Bcex paboTHukos OnepaTtopa, a Takke TPeTbUX fuu,
MosyYatoLmMX BPEMEHHbIN UM MOCTOSIHHBIN AOCTYN K 06pabaTbiBaeMbiM Y Hero MNAH Ha 3aKOHHOM OCHOBaHWW.

2.5 Hacrosuee MonoxeHne AeACTBYET C MOMEHTA €ro YTBEpPXAEHUS pykoBoauTenem OnepaTtopa.

2.6 AKTyanmsaumst HacTosiwero MonoXxeHus NpoBOAUTCSA HE peXxe, YeM [ABa pasa B rof B COOTBETCTBUM
C PernaMeHTOM MO TNpPOBEAEHWNIO KOHTPOJIbHBIX MEPOMPUATU U pearvpoBaHWIO Ha  WHUMAEHTHI
nHdopMaLMOHHOW 6e30nacHOCTU.

2.7 BHeceHve W3MeHEHWA B HacTosllee [lonoxeHne nnbo YTBEPXKAEHME €ro HOBOW peaakuuu
NpOn3BOANTCS HA OCHOBaHWM COOTBETCTBYIOLLErO Npukasa pykosoautens OnepaTopa.

3. O6wme nonoxkeHusa

3.1 NAH, obpabaTbiBaeMble y OnepaTopa, LUenW, OCHOBaHME M CPOKM MX 06paboTKM yKasaHbl B
MNepeyHe obpabaTbiBaEMbIX NEPCOHAsbHbIX AAHHBbIX.

3.2 Obpabotka MNAH ocywecTBnsetcs OnepaTopoM C UCMONb30BaHWEM CPeACTB aBTOMaTu3auun u 6e3
NX UCMOJIb30BaHMs.

3.3 Cpokun xpaHeHus MNOH ycTaHaBNMBalOTCA B MUCbMEHHOM cornacum cybbekta MAH Ha o0bpaboTky
€ro nMepcoHaNbHbIX [AaHHbIX, a TaKke TpeboBaHMSAMM 3akoHoAaTenbCcTBa Poccuiickon ®degepaumu,
yCTaHaB/MBAIOLWMMUN CPOKM XPaHEHNS AOKYMEHTOB.

4. OpraHusauma pabot no obecneueHunto 6€30NaCHOCTU NEPCOHANbHbIX AAHHbIX

4.1 MNop opraHu3aumelt paboT no obecneyeHnto 6esonacHoctu MAH NoHUMaeTcsa hopMUpOBaHUE U
BCECTOPOHHee obecreveHne peanusaumm COBOKYNMHOCTU COrMacoBaHHbIX MO Uenu, 3agadyaM, Mecty U BpeMeHu
OpraHM3auMOHHbIX U TEXHUYECKMX MEpOMpUSITUA, HanpaBneHHbIX HA MUHUMM3ALUMIO KaK HEMocpeaCTBEHHOrO,
TaK 1 onocpefoBaHHoro yuepba ot peanusaumm yrpos 6esonacHocty MH, 1 oCyLecTBAsIeMbIX B LENsX:

— npefoTBpaLleHnst BO3MOXHbIX (MOTeHUManbHbIX) yrpo3 6esonacHoctu MAH;

— HeWTpanM3aummn u/unm napupoBaHusl peanmnsyemolix yrpo3 besonacHoctu MNAH;

— NMKBUAALUMM NOCNeACTBUIA peanusaumnn yrpos 6esonacHoctv MOH.

4.2 Opranusaums pabot no obecneveHmio 6esonacHocty MNAH y OnepaTopa A0/MKHA OCYLeCTBASATLCA
B COOTBETCTBUM C AEWCTBYIOLUMMWU HOPMATMBHBIMM MPaBOBbIMM akTaMu M pa3paboTaHHbIMKM AN 3TUX LUenen
OpraH13aUMOHHO-pacnopaanTeNbHbIMU AOKYMEHTaMM No obecneyeHunto 6esonacHoctu MAH OnepaTopom.

4.3 3apgauM MO npuBeaeHUo JesTenbHocT Onepatopa B COOTBETCTBME C  TpeboBaHUAMU
3aKkoHofaTenbcTBa Poccuiickont deaepaummn B obnactu MNAH Bo3naraloTcs Ha CreuManbHO CO3A4aBaeMyto Ans
3TUX Uenen KomMuccuio M nuud, OTBETCTBEHHBIX 3@ OpraHu3auMito 0bpaboTkn u obecrneyeHne 6e30MacHOCTM
MNAH, KoTopble MOryT 6bITb BK/IIOYEHbI B COCTaB AaHHoN Komuccuu.

4.5 B cnyyasx, korga OnepaTop Ha OCHOBaHWW Aorosopa nopy4vaet o6paboTky MNAH TpeTbemy nuuy,
OnepaTopy HeobxoAMMO 3aKMOYMTb C [JdaHHbIM NWMLOM  corfaweHve o cobnogeHnn 6e3onacHoCTy
nepcoHanbHbIX  AaHHbIX, C BO3/IOXKEHMEM Ha TpeTbe nuMuo o0bsa3aHHOCTM no  obecrneyeHunio
KOHuMaeHUManbHoCTM K 6e3onacHocT nepepaHHblx  Onepatopom [MAOH  (Mbo  BKNOUMTHL  A@HHOE
0653aTeNbCTBO B 3aK/0MaEMbIA/AENCTBYIOWMI AOFOBOP).

4.6 Pabotbl No npuBegeHuto pgesitenbHocT Onepatopa B cooTBeTCTBME C  TpeboBaHMsIMU
3aKoHogaTenbCcTBa Poccuiickoin ®enepauny BegyTcs Mo ABYM HanpaBneHusiM: obecrnedyeHue 6e30macHOCTU
MNAH, obpabaTtbiBaeMbix 6€3 MCMOIb30BaHUS CpeacTB aBToOMaTu3aumun, n obecnedveHne 6esonacHocty MAH B
NCnan Onepatopa.



4.7 Pabotbl no obecneuyeHntio 6esonacHoctn [MH, obpabaTbiBaeMbix 6e€3 MCMONb30BaHMSA CpPeacTB
aBToOMaTU3aunm, BeayTcs No Cneayowmnm HanpasneHnsM:

— onpeaeneHve nepeyHs auy, aonylleHHblx K obpabotke MAH;

— nHgopMmnpoBaHue paboTHmkoB OnepaTopa 06 yCTaHOBMEHHbIX npaBuiax 06pabotku MAH m
TpeboBaHMii MO MX 3alLMTE, NOBbILUEHWE OCBEAOMIIEHHOCTU B BOnpocax obecneyeHus 6esonacHocTy MOH;

— YYeT U 3awmTa Hocutenen MNAOx;

— pasrpaHuyeHne goctyna K Hocutenam MNAH;

— yHU4YTOXEHme MNH.

4.8 OpraHuzaumsi 1 BbINOMHEHME MePONpUSTUIA Mo obecneyeHmio 6e3onacHocTy MNH, obpabaTbiBaeMbIX
B MICMNAH OnepaTtopa, OCYLIECTBAAIOTCS B paMKax CUMCTEMbI 3alMTbl NepcoHanbHbiX AaHHbix UCMAOH (panee -
C3MAH), passepTbiBaemolt B UCMNAOH B NpoLecce ee co3aaHns UM MoaepHM3aLUmu,

4.9 C3MNAH npeactaBnsieT coboii COBOKYMHOCTb OpraHM3aUMOHHbBIX MEP Y TEXHUYECKMX CPEACTB 3aLUMThbI
nHdopMaumn, a TaKke wucnonb3yembix B WCMAH WMHGOPMALMOHHBIX TEXHONOMMIN, (YHKLUMOHUPYIOWMX B
COOTBETCTBUM C OnpeaenieHHbIMM LensMm 1 3agadamm obecnedeHus 6esonacHoctu MNAH.

4,10 C3NAH AomKHa ABNSATbCA HEOTHEMJIEMON COCTABHOM YacTbio KaXaol BHOBb co3aaBaemont UCMOH
Onepartopa.

4.11 Ons cywectsytowmx UCMAH, B KOTOPbLIX B NMpoLEcce MX co3aaHusl He bbisin NpeaycMOTpeHbl Mepbl
no obecneyeHunto 6esonacHoctn MAH AomKeH 6biTb MpOBEAEH KOMMEKC OPraHM3auMOHHbIX U TEXHUYECKMX
MeponpuaTuiA No paspaboTtke u BHeapeHuto C3MNAH.

4,12 CrpykTypa, COCTaB M OCHOBHble (yHKumm C3[MH onpeaenstoTcs B COOTBETCTBUM C YPOBHEM
3awmweHHocTn UCTMAH n Moaenbio yrpo3 6e30macHOCTM NepPCOHasbHbIX AaHHbLIX Npu ux 0bpaboTtke B UCMAH.

5. NMposegeHue paboTt no obecneueHnto 6€30NaCHOCTU NEPCOHANbHbBIX AaHHbIX

5.1 B uensix oueHkn ypoBHS 3alumleHHOCTU obpabaTtbiBaeMblx Y Onepatopa MAH U CBOEBPEMEHHOIo
YCTpaHeHWs1 HECOOTBETCTBUIN TPeboBaHUAM 3aKkoHoaaTenbcTBa PP B obnactu 3awmTsl MNAH y OnepaTopa pas B
roA [AO/MKEH NPOBOAUTLCS aHaNIM3 3MEHEHWI NPOLIECCOB 3alumThbl MAH.

5.2 AHan13 U3MeHeHUin NPOBOAMTCS MO CNeAYIOLLMM OCHOBHbLIM HaMnpaBieHNUsM:

— nepeyeHb COTPYAHMKOB M TPeTbUX NnL, A0oNyLeHHbIX B 06paboTke MAH, cTeneHb ux yyactus B
obpaboTke MNAH 1 XxapakTep B3aMMOAENCTBUS Mexay coboi;

— nepeyeHb U 06bem obpabaTtbiBaeMbix MAH;

— uenu obpabotkm MAH;

— npoueaypbl cbopa, 3anuMcKu, CUCTEMATU3ALMM, HAKOMMEHWUS, XPAHEHWS,  YTOYHEHMS
(06HOBNEHNS, M3MEHEHMS), W3BJIEYEHUS, WCMOJIb30BaHWUS, nepegayn (pacrnpocTpaHeHUs, NpeaocTaBieHus,
goctyna), obesnuumsaHusl, 6110KMpoBaHKS, yaaneHus n yHndtoxxenue MaH;

— cnocobbl 06paboTkm MAH (aBTOMaTM3NPOBaHHas, HEaBTOMaTU3NPOBaHHas);

— repeYeHb YMoSHOMOYEHHbIX OpraHoB, B paMKaxX OTHOLWIEHM C KOTOPbIMU OCYLIECTBASIETCS
obpaboTka MAH;

— nepeyeHb NPOrPaMMHO-TEXHUYECKMX CPeACTB, UCNosb3yeMblx ans 0bpabotku MAH;

— KoHpurypauma u Tononorns UCMNOH B UENOM M ee OTAENbHbIX KOMMOHEHT, du3ndeckue,
(YHKUMOHaNbHbIE WM TEXHONOrMYeckme CBSI3M KaK BHYTPUM 3TUX CUCTEM, Tak W C APYrMMM CUCTEMAMM
pasfI4yHOro YPOBHS U Ha3Ha4eHus;

— crnocobbl hU3MYECKOro MOAK/OUYEHUSI U JIOTMYECKOr0 B3auMoaencTBmst komnoHeHT WCMAH,
cnocobbl MOAK/IOYEHNS K CETSM CBA3M 06Lero nosb3oBaHus U MeXxayHapoaHoro MHAOpMaUMoHHOro obMeHa ¢
orpeAenieHneM NpornyckHON CNoCOBHOCTU IMHUI CBSI3N;

— pexumMbl 06pabotku MNAH B UCTH B LENOM 1 B OTAENMbHbLIX KOMMOHEHTAX;

— COCTaB MCMOSb3yeMOro KoMmnsekca CpeacTB 3awmTbl MMAH M MexaHu3MoB wuaeHTudbmKaumu,
ayTeHTUdUKaALMKN 1 pasrpaHUyeHns NpaB AocTyna nonb3osaTteneit UCMNAOH Ha ypoBHE OnepaLMoOHHbIX CUCTEM,
6a3 aaHHbIX U NpMKNagHOro NPorpaMMHoOro obecnevyeHus;

— nepeyeHb OpraHW3aLMOHHO-PacopsSANTENbHON  [IOKYMEHTaLUMK, Onpeaensiowen nopsiaok
06paboTku 1 3awmTel MAH y OnepaTtopa;

— usmnyeckne mepbl 3awmTbl MNOH, opraHn3aums NPoNyCcKHOro peXxmma.

5.3 Pe3synbTaThl aHanuM3a W3MEHEHMWI WCMOSb3YIOTCA AN OLUEHKM KOPPEKTHOCTM TpeboBaHui Mo
obecnevennio 6esonacHoctn M[H, obpabaTbiBaeMbix C MCMOMb30BaHMEM CpeAcTB aBTOMaTu3auum u 6e3
NCNOJIb30BaHUS TaKUX CPEACTB U NMpU HEOBXOAMMOCTU UX YTOUHEHMS.

5.4 Y OnepaTopa JO/MKEH BECTUCb YYeT AEWCTBMI, coBepllaeMblx paboTHukamu OnepaTopa npwu
obpaboTke MAH B UCMAH. Oevicteua ¢ MAH yuutbiBatoTcs B log-dannax UCMAH u/wnu B oTaenbHon 6ase
AaHHbIX UCMAH.

5.5 doctyn k NMAH ocyllecTBAseTcs B COOTBETCTBUM C PernameHToM Mo Aonycky paboTHMKOB M
TpeTbux nuu K 06paboTke NnepcoHanbHbIX AaHHBIX, YTBEPXAEHHbIM OnepaTopom.

5.6 Jlnua, ponyuweHHble kK 06paboTtke MAH, A0MKHBI 66T NPOMHGMOPMUPOBAHbI:



— 0 pgonycke k obpabotke MAH nyTeM O3HAKOM/EHWUS C [epeyHeM AO0/MKHOCTEN, WMEMLMX
JAOCTYN K NepCcoHasbHbIM AaHHbIM, 0bpabaTbiBaeMbiM y OnepaTopa;

— 0 KaTeropusix obpabatbiBaeMbix [1JH MyTeM O3HAKOMNEHWUS C YTBEPXAEHHbIM [lepeyHeM
o0b6pabaTbiBaeMbIX NEPCOHANbHBLIX AAHHbIX;

— 0 npasunax ocywecrsneHns 06pabotku MNAH NyTeM 03HaKOMEHWUS NOA POCMMUCh C AOKYMEHTOB
MonoxeHnem 06 06paboTke NepcoHanbHbIX AaHHbIX.

5.7 HeaBToMaTu3anpoBaHHas obpaboTka MM[H Ao/mKHa OCYLeCTBAATbLCS TakuMm obpa3oM, 4Tobbl B
OTHOLUEHUN Kaxkaoln kateropuu MAH MOXHO 6bl0 ONpeaennTs MecTa XpaHeHWUs MaTepuarbHbIX HOCUTENEN K
YCTaHOBUTb MepeYeHb NnL, AonylleHHbIX K 06paboTke MAH. Y OnepaTtopa AO/MKEH BECTUCh YUYET HOCUTENEN
nAax.

5.8 ®ukcaumsa MNOH QomKHA OCYWECTBAATLCS Ha OTAE/bHbIX MaTepuanbHbiX HocuTensx (OTAeNbHbIX
JAokymeHTax). MAH AoMKHbI OTAENSATLCS OT MHOW MHGOopMaumu.

5.9 ®ukcaumss Ha oagHOM MaTepuanbHoM HocuTene [MH, uenn 06paboTkM KOTOPbLIX 3aBEAOMO
HeCcoBMeCTUMbI, He aonyckaercs. B cnyyae ecnm Ha ogHOM MaTepuasibHOM HocuTene BCe Xe 3aUKCMpOBaHbI
MAH, uenv 06paboTKM KOTOPbIX HECOBMECTVMBI, [O/IKHbI 6bITb MPUHSATHI MEPLI MO 06ecneyYeHnio pa3aesibHOM
06paboTku MAH, B 4aCTHOCTY:

— npuM  HeobxoaMMOCTM  UCMOSIb30BaHMS WM pacnpocTpaHeHust  onpeaeneHHbix  MAH
ocyulecTensetcs BblbopoyHoe konupoBaHue [[H, noanexalmx pacnpoCTPaHEHUO WAW WUCMONb30BaHMIO,
CnocoboM, UCKYaLWNMM OAHOBPEMEHHOE KonupoBaHue T[1[H, He noanexawmx pacrnpocTpaHeHNo |
NCNOJb30BaHWUIO, U NCNOMb3yeTcs (pacnpocTpaHseTcs);

— npn HeobXoAUMOCTU YHUUTOXEHMS unu 6nokupoBaHus dactu [OH yHMUTOXAeTCsa unu
610KMpYeTCa MaTepuasnbHblii HOCUTENb C MpeaBapuTeSibHbIM BbIGOPOYHBLIM KOMWPOBAHWEM CBEAEHWM, HE
NOANEXALUMX YHUUTOXKEHUIO WM GIOKMPOBAHMIO, CMOCOOOM, WMCKHOYAoWMM OAHOBPEMEHHOE KOMMPOBAHME
MNAH, noanexawmx YHUYTOXEHUIO UM BNIOKUPOBAHMIO.

5.10 MpaBuna y4yeTa, XpaHEHUs WU yHUYTOXeHust MH npyM HeaBTOMaTM3MPOBaHHOM 06paboTke
onvcaHbl B PernameHTe no y4éTy, XpaHEHUIO U YHUUTOXEHUIO HOCUTENEN NEPCOHaNbHbIX AaHHbIX.

5.11 [domkeH OCyleCcTBASATbCA MOHMTOPUMHI  (DaKTOB  HECAHKUMOHMPOBAHHOIO AocTyna K
nepcoHasibHbIM AaHHbIM U MPUHMMATBCS COOTBETCTBYIOWME Mepbl Mpu MX o6HapyxeHuu. MOHMTOPWUHI
ocywectensetcs AgMmHucTpaTopom 6esonacHoctn UCTAH.

5.12 AgMnHucTpaTopoM 6e3onacHoct UCTMH Ao/mKeH OCyLeCTBASTbCS KOHTPOJb 3@ MPUHUMAEMbIMU
MepaMm no obecneveHnto 6e30MacHOCTN NepPCoHanbHbIX AaHHbIX.

5.13 Mpu obpabotke MAH, OnepaTop, AO/MKHA UMETb BO3MOXHOCTb M CPeACTBa 47151 BOCCTAHOBMIEHUS
MNAH, B ciyyae mvx MOAMPUKALMM UM YHUYTOXEHUW BCNEACTBUE HECAaHKLMOHMPOBAHHOINO AOCTYMNa K HUM.
MNpaBuna pe3epBHOro KONMPOBaHWS M BoccTaHoBneHns OH OnepaTopoM yCTaHOBNAEHbl B PernameHte no
pe3epBHOMY KOMUPOBAHMIO NEPCOHaNbHbIX AaHHbIX.

5.14 OnepaTop onpedensieT nepeyeHb MOMELLEHWUIA, UCMNONb3yeMbIX Npu 0bpaboTke MAH. Mpu 3ToM
opraHusaumsi pexuMa 6e30MacHOCTM, OXpaHa 3TUX TMOMELEHUN [AO/MKHbI obecneunmBaTb COXPAHHOCTb
HocuTenen MAH, a Takke UCKNoYaTb BO3MOXHOCTb HEKOHTPOSIMPYEMOrO NMPOHWMKHOBEHUSI UM NpebbiBaHWs B
3TUX MOMELLEHNAX MOCTOPOHHMX UL,

5.15 Monb3osaTtenu UCMNAOH AomkHbl obecrieunBaTb COXPAHHOCTb CbEMHBLIX HOCUTENEN, coaepKallux
MNAH. B cnyyae yTpaTbl HOCMTeNS, MOb30BaTENM AO/MKHbI HEMeAneHHO CoobWwmTb 06 3TOM AAMUHMUCTpATOpPYy
6e3onacHoctn UCMNAOH.

5.16 Ecnm npu pabote c¢ MNAH paboTHuky Onepatopa HeobxoAMMO MNOKUHYTbL paboyee MecTo,
MaTepuanbHble Hocutenu MAH AomkHbI 6biTh 3alMLLEHbl OT HEKOHTPOIMPYEMOro AOCTYNa K HUM. [nsa 3Toro
MaTepuasnbHble HOCUTENM NOMELLAIOTCSA B OTBEAEHHbIX AN1S XPaHeHUs MecTa.

5.17 B cnyyae poctuxeHus uenu obpabotku MAH Onepatop npekpawaet obpabotky MAH wau
obecneumBaeT ee npekpalleHue (ecnm obpabotka MAH OCyLWECTBASIETCS APYIMM NIMLIOM, AEWCTBYIOWMM MO
nopyyeHuto OnepaTtopa) M yHuuToXaeT MAH wnn obecneunmTb MX yHuUUTOXeHMe (ecnn obpabotka MAH
OCYLLECTBNAETCA APYrMM NWLOM, AEUCTBYIOLWMM MO nopydyeHuto Onepatopa) B CPOK, HE MPEBbILLAOLLMIA
TpUaUaTM AHEeN C AaThl AOCTUXKEHUsS uenu o6paboTku [M[H, ecnv MHOe He NpeaycCMOTPEHO [0roBOpPOM,
CTOPOHOIN KOTOPOro, BbIrOAOMPUOOpPETATENEM WM MOPYYUTENEM MO KOTOpoMy saBnseTcs cybbekt MAH. B
cnydyae ecnm MOH HEBO3MOXHO YHUUTOXWTb, TO OHWM ONOKMPYIOTCS WM YHUUTOXAKOTCS B CPOK, He
MPEBbILAOLLNIA LIECTU MECSLIEB.

5.18 MpoBeaeHune pabot no cozgaHnio (MoaepHusaumn) C3MNAH BKIOYAET cneayowme craaum:

— npeanpoekTHas CTaaus;

— CTaams NPOEKTUPOBAHUS;

— cTtagus peanusauuun C3r4H;

— cTaausa BeBoaa B aeictene C3MOH.



5.19 Ha npeanpoekTHOM CTaauu NpPOBOAMTCA OMNpeaeneHne ypoBHs 3almweHHoct WUCMAH,
dopmmpyeTcsa Mogenb yrpo3 6e3onacHoctu MNAH npu nx obpabotke B UCMNAH, pa3pabaTtbiBaeTcs TexHn4eckoe
3agaHue Ha C3MNAH.

5.20 OnpepgeneHne ypoBHS 3awmweHHocTn UCTOH ocyllecTBnseTcs Ha ocHoBaHMKM [locTaHOBNEHUS
MpasuTtenbctBa Poccuitickoin ®epepaunm ot 1 Hosbps 2012 r. N 1119 r. «06 yTBepxaeHun TpeboBaHWU K
3alMTe NEepPCOHasbHbIX AaHHbIX NPy MX 06paboTke B MH(POPMALIMOHHBIX CUCTEMAX NEPCOHANbHBLIX AAHHbIX.

5.21 B cBsis3n c TeMm, yto B WUCMAH Onepatopa noMumo obecneyeHns KOHMMAEHUMANBHOCTH
obpabatbiBaeMbix [1JH TpebyeTca obecneunTb ULENOCTHOCTb WM pAoctynHoctb MAH, WUCMNAH OnepaTopa
ABNSAIOTCA  cneunanbHbiMM - MHQPOPMaUMOHHbIMKM - cucTteMamn. UCMAOH Onepatopa ykasaHbl B [lepeyHe
NH(POPMALIMOHHBIX CUCTEM NEepPCOHaNbHbIX AaHHbIX.

5.22 YpoBeHb 3awmueHHoctn UCMAOH odopMnsieTcss COOTBETCTBYOLMM aKTOM.

5.23 Mopenb yrpo3 6e3onacHoct MAH npu mux obpabotke B WCMAH dopMMpyeTcs Ha OCHOBaHWU
pykoBoasawwmx aokyMeHtos OCT3K Poccum n ®CB Poccun.

5.24 lMepeyeHb aKkTyanbHbIX yrpo3 dopmupyetcs ans kaxaont MCMNAH OnepaTtopa C YYETOM YCIIOBUI
dyHkUMoHnpoBaHus UCMNAH 1 ocobeHHocTen 0bpaboTku MAH.

5.25 Mo utoram onpeaeneHns ypoBHs 3awmwieHHoctn NCTMOH u pesynbTtatam onpeaeneHns aktyasnbHbIX
yrpo3 6esonacHoctu MNAH dopmmpytoTca TpebosaHus no obecneyeHunto 6esonacHoctu MNAH, obpabaTbiBaeMbiX B
NCNAH. OaHHble TpeboBaHns oOpMISIIOTCS B BUAE TEXHUYECKOro 3agaHns Ha C3MAOH.

5.26 Cragma npoektuposaHus C3IMAH BkatoyaeT paspabotky C3MNAH B coctase WCMOH, @ MMEHHO
pa3paboTKy pa3aenoB 3aAaHus M NpoekTa NpoBeaeHusl No co3daHunio (MoaepHusaumm) C3MNAH B COOTBETCTBUM C
TpeboBaHMSAMMN TEXHNYECKOrO 3a4aHus;

5.27 Cragmsa peanusaumm C3MNAH BKAOYAET:

— 3aKYMKYy COBOKYMHOCTM wucnonb3dyemblx B C3MNAH  cepTndUUMpPOBaHHbIX  TEXHUYECKMUX,
NPOrpPaMMHbIX U MPOrPaMMHO-TEXHUYECKUX CPEACTB 3alnTbl MHOPMaLMM N X YCTAHOBKY;

— onpeaenieHVe NoApasfAeneHnii U HasHaueHMe NnL, OTBETCTBEHHbIX 3@ 3KCryaTauuio CpeacTs
3awWnTbl MHDOPMaLMK C UX 0bydeHneM;

— pa3paboTKy 3KCryaTauMoHHOW AoKyMeHTauumn Ha C3MNAH 1 cpeacTsa 3alwmThl MHGopMauuu.

5.28 Ha cTaaguu BBoAa B Aencteue C3MH OCYLIECTBNSAOTCS:

— npeaBapuTesnbHble WUCMbITaHUS CpPeacTB 3aluTbl MHMOpPMauUMM B KOMMeKce C  ApYryMu
TEXHWUYECKMMM U NPOrpaMMHbIMKU CPpeaCTBaMu;

— YCTpaHeHMe HECOOTBETCTBMI MO UTOraM NpeaBapUTESIbHbIX UCMbITAHUN;

— ONbITHAas 3KCnyaTauus CPeacTs 3almTbl MHGOPMaLMK B KOMMIEKCE C APYTMMU TEXHUYECKMMU
N NpPOrpaMMHbIMU CPeACTBaMM B LENSX NPOBEpKM MX pabotocnocobHocTn B coctase MCM;

— NPYEMO-CAATOYHbIE WCMbITAHUS CPEACTB 3aluTbl MHMOPMaUUM Mo pesynbTaTaM OMbITHOM
aKCnyaTaummn.

5.29 B npouecce d¢yHkumoHupoBaHuss UCMAOH MOXET OCylwecTBNSTbCa MoaepHuzaums C3MAH. B
0653aTenbHOM NopsiAKe MoAepHU3aUmMs NpoOBOAMTCA B Cllydae, ecnu:

— MpOM30LLSI0 U3MEHEHME HOMEHKATYPbI 0bpabaThiBaeMbix MNAH, BeKyllee 3a coboi nameHeHne
YyPoBHS 3awmwieHHocTn UCMOH;

— NPOMN30LW/I0 M3MEHEHNE HOMEHKIATYpbl U/WAK akTyanbHOCTK yrpo3 6e3onacHocTu MAH;

— nsmeHunacb crpyktypa UCMAH vnn TexHuyeckne ocobeHHOCTH ee MocTpoeHus (M3MeHuscs
COCTaB WM CTPYKTypa nporpaMMHoro obecnedeHusi, TexXHU4eckux cpeacts obpabotkm [MH, TONOIorMu
nCcnax v t.n.);

— MpoM30WI0 W3MEHeHWEe 3akoHodaTenbCTBa Poccuiickor depepaumm B obnactv  MAH,
3aTparusatoLlee Borpockl obecneveHns 6esonacHoctu MAH npu nx obpabotke B UCTAH.

5.30 Mpu BO3HWKHOBEHWM YCOBWUI BAMSIIOWMX Ha 6e3onacHocTb MAH (KoMNpoMeTauus naponei,
HapyLlleHne LenoCTHOCTM W AOCTYMHOCTM MNEepCOHaNbHbIX AaHHbIX W np.) paboTHuk OnepaTopa 06s3aH
He3aMeanuTeNbHO NPoMHdopMUpoBaTb 06 3ToM AaMuHucTpaTopa 6e3onacHoctn NCMAH.

5.31 Jluua, BMHOBHbIE B HapyLlleHUn TpeboBaHWi, NpeabsBAseMbIX 3akoHOAaTeNbCTBOM PP k 3awmTe
MAOH, HecyT rpaXkaaHCKyl, YrofoBHYH, aAMUHUCTPATUBHYIO, AUCUMMNANMHAPHYIO U UHYIO NPeayCcMOTPEHHYIO
3aKoHOAATENLCTBOM Poccuitckon deaepaumm OTBETCTBEHHOCTD.



